NudopmanuonHas naMsaTKa I 00y4AOIIMXCS
AJIsl pasMelleHus Ha 0(pMIHMAJIBHBIX HHTEPHET-pecypcax

C KaX[JbpIM roJIOM MOJIOIEKH B MHTEPHETE CTAHOBUTHCS OOJIbILE, & IIKOJbHUKH OJHU U3 CaMbIX
aKTUBHBIX InOJIb30BaTesied PyHera. Mexny TeMmM, MOMHMMO OIPOMHOIO KOJMYECTBA BO3MOXHOCTEW,
MHTEPHET HeceT M Npo0biieMbl. DTa namsITKa JOHKHA IIOMOYb Tebe 6e3011acHO HaXOIUThCS B CETH.

Komnsromepnuie eupycot

KomnbloTepHblil BUPYC - 3TO Pa3HOBUJHOCTb KOMIBIOTEPHBIX MPOTrpamMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SBJISETCS CIOCOOHOCTh K pa3MHOXEHMIO. B /omonHeHue Kk 3ToMy, BUPYCHI
MOTYT TOBpPEIWTb WM TMOJHOCTHIO YHUYTOXXUTh Bce (aiapl W JaHHBIE, TOAKOHTPOJIBHBIC
[10JIb30BATENI0, OT MMEHU KOTOPOro Oblia 3aIlylleHa 3apaKeHHas Mporpamma, a Takke IOBpPeIuTh WIH
Jake YHHUUYTOXKHUTH OMEPAIMOHHYIO CHCTEMY CO BceMHu (aitmamu B 1enoM. B OonbIIMHCTBE ciydaeB
PacpoOCTPaHAIOTCA BUPYCHI UEPE3 UHTEPHET.

Memo0wbl 3auumel om 8pe0OHOCHbIX NPOSPAMM:

1. Ucnonb3yit cOBpeMEHHbIE OIEPallMOHHBIE CUCTEMBbI, UMEIOLUE CEPbE3HbIN YPOBEHb 3alllUThI
OT BPEIOHOCHBIX ITPOTPAMM;

2. TlocrosiHHO ycraHaBiuBa ma4yTh (IUQPOBBIC 3allIaTKH, KOTOPbIE ABTOMATHYECKH
YCTaHABIIMBAIOTCA C IICJIbI0 JOPAOOTKU TPOrpaMMbl) W JIPYrHe OOHOBJICHUS CBOCH OIEparlMOHHON
cucrembl. CkaunBail X TOJNBKO ¢ OpUIMAIBHOTO caiita pazpaborunka OC. Ecnu cymecTByeT pexum
ABTOMATHUYCCKOI'O O6HOBJICHI/I$I, BKJIFOYH €TI0,

3. Paborail Ha cBOEM KOMIIbIOTEpPE MOJ MpaBaMU IOJb30BaTENsl, a HE aJMUHUCTpAaTOpa. JDTO HE
MO3BOJINT OOJIBIIMHCTBY BPEAOHOCHBIX IPOrPaMM HHCTAIMPOBAThCS HAa TBOEM IIE€PCOHATBHOM
KOMITBIOTEPE;

4. Vcnonb3yil aHTUBHUPYCHbIE NPOTPaMMHBIE MPOIYKTHl HW3BECTHBIX IPOU3BOJIUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHHUX JIUIL;

6. Vcnonb3yil BHENIHME HOCUTENM HH(OpMalWK, Takue Kak ¢iemka, AUCK Wiau dain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpeIBaii KOMIBbIOTEpHBIE (hAIIbI, TOJyYE€HHBIE U3 HEHAJEKHBIX MCTOUHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MpuUcIal TBOW 3HAKOMBIH. Jlyullle yTo4HM y HEro, OTIpaBIsl JIU OH TeOe UX.

Cemu WI-FI

Wi-Fi - 510 He Buj nepenaun JaHHBIX, HE TEXHOJIOTHs, & BCEro JIHIb OpeHs, Mapka. Eme B 1991
roJly HHJIepIaHaAcKas KoMmanus 3apeructpuponana openn "WECA", uro 0603Hauano cioBocovYeTaHue
"Wireless Fidelity", koTopblif mepeBoanTcs Kak "GecrpoBoiHAsS TOUHOCTD".

Jlo Hamero BpeMeHHM Joluia apyras abOpeBHarypa, KOTopasl SBISETCS TaKOW e TeXHOJIOTHEH.
Ot1o ab6peuarypa "Wi-Fi". Takoe Ha3zBaHme OBLIO JaHO C HAMEKOM Ha CTaHAApPT BBICIICH 3BYKOBOMU
texHuku Hi-Fi, yTo B mepeBojie 03HauaeT "BbICOKasi TOYHOCTD .



Ha, OecrniaTHBI HMHTEpPHET-IOCTYNl B Kade, OTeIsIX M adpomopTax SBISETCS OTIMYHOU
BO3MOJKHOCTBIO BbIXO/la B MHTepHET. HO MHOIMe 3KcnepThl CUUTAIOT, 4To obmmenoctynHsie Wi-Fi cetu
HE SIBJISIIOTCS. 0€30I1aCHBIMU.

Cosemvl no 6ezonacnocmu pabomoi 8 0buedocmynivix cemsx Wi-fi:

1. He nepenaBaii cBoro nuunyto uHpopmanuio depe3 odbmenocrynasie Wi-Fi ceru. PaGoras B
HUX, JKeJIaTeIbHO HE BBOJIUTH MAPOJIH AOCTYIIA, JOTMHBI U KAKHE-TO HOMEPA,;

2. Hcnone3yii M OOHOBISH aHTHUBHpPYCHBIE TNporpamMmbl M Opanamayep. TeM cambiM Tbl
obe3onacuillb ce0s OT 3aKa4Ky BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonb3oBanun Wi-Fi orkmroun pynknuro "OO6mmii qoctyn K daitiaMm v mpuHTEpam".
Hannass (yHKIUS 3aKpbITa MO YMOJYAHHIO, OJTHAKO HEKOTOPHIC MOJIH30BATEIH AKTHBHPYIOT €€ IS
ya100CTBa UCIIOIB30BaHMs B paboTe WiH yueoe;

4. He ucnons3yit myonuunsnii WI-FI nans nepenaun JuUHBIX JaHHBIX, HAIPUMEpP 7S BBIXOJA B
COLMAJIBHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

5. Ucnonb3yii Tonpko 3amuiienHoe coeaunenue yepes HTTPS, a ne HTTP, 1.e. mpu HaGope
BeO-apeca BBou uMeHHO "https://";

6. B moOunpHOM Tenedone otkmoun ¢yakiuio "Tlogkmouenne k Wi-Fi aBromatudecku". He
JOMyCKal aBTOMaTHYECKOTO TOIKITFOUYEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero coracusi.

Couua.rtbnbte cemu

ConmanbHble CETH aKTHBHO BXOIST B HAlly XU3Hb, MHOTHE JIIOJH PAa0OTAIOT M KXUBYT Tam
NOCTOSHHO, a B Facebook yke 3apeructpupoBaH MHJUIMApH YEJIOBEK, YTO SIBISIETCS OJHOM CeabMOM
BCEX JKUTEINeH TutaHeThl. MHOTHE MONB30BaTENH HE MIOHMMAIOT, YTO WH(POpPMAIKs, pa3MEIICHHAs MU B
COLIMAJIBHBIX CETSAX, MOXKET ObITh Hali/IeHa U NCIOJIb30BaHA KEM YTOJIHO, B TOM YHCIIE HE 00s3aTEIbHO C
OJlarMMHM HaMEPEHUSIMH.

OcHosHble cosembl N0 6e30NACHOCIU 8 COUUAJIbHbBIX cemsx.

1. Orpannub CUCOK Jipy3eil. Y TeOs B APY3bsX HE MOJDKHO OBITh CIyYalHBIX U HE3HAKOMBIX
JTIOJICH;

2. 3ammmail cBor 4acTHYIO XKu3Hb. He ykasbiBail mapoiu, TenedoHbl, aapeca, JaTy TBOETO
POXJAEHUS U JPYIYlO0 JIMYHYIO HH(pOpMalMoo. 3J0yMBIIJIEHHUKA MOTYT HCIOJb30BaTh JIaXe
I/IH(l)OpMaU;I/IIO 0 TOM, KaK Thl 1 TBOU POAUTCIIN IJIAHUPYCTC ITPOBECTU KAHUKYJIbI;

3. 3amumai CBOIO pernyTaiuio - JepKH €€ B YMCTOTE W 3ajaBail cebe BOIPOC: XOTeN OBl ThHI,
9TOOBl JApyrue TONB30BAaTENM BUIENHM, 4YTO Thl 3arpyxkaems? llogymail, mpexae YeM YTO-TO
OITyOJIMKOBAaTh, HAMKMCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPHIIB C JIFOJbMHU, KOTOPHIX HE 3HAEIlb, HE MCIOJB3YH CBOE pPEATbHOE UMS U
JPYTYIO THYHYIO HHPOPMAIIH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObl U MpoUee;

5. N3berait pasmemnienusi ¢ortorpaduii B MHTEepHETE, TAe THI M300pa)kKeH HAa MECTHOCTH, IO
KOTOPOU MOKHO ONPEAETUTH TBOE MECTOIOIOKEHHUE;



6. Ilpu peructpanuu B COIHAIBLHON CETH HEOOXOIMMO WCIIONB30BATh CJIOXHBIC IAPOIIH,
cocrosmre u3 OykB ¥ IUQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEeE §;

7. g conpanbHON CETH, OYThI U JPYTUX CalTOB HEOOXOAMMO HCIIOJIB30BaTh PA3HbIE MAPOJIH.
Torna ecau TeOst B3IIOMAOT, TO 3J0YMBIIUICHHUKU TOJTYYaT JOCTYN TOJBKO K OJHOMY MECTY, a HE BO
BCE Cpasy.

Dnekmponnvle 0eHveu

DJEeKTPOHHBIE JAEHBIM - O3TO OYEHb YJOOHBIH CIMOCOO IUTaTeXeH, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh ITH JCHBIU.

:‘)J'IGKTpOHHBIe JCHbI'M IIOABUWJIMCh COBCEM HCAABHO H HMCEHHO H3-3a 3TOI'O0 BO MHOI'HX
rocyaapcCrBax A0 CUX IIOp HC HNPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHu (yHKIMOHHMPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe X Pa3/AeisioT Ha
HECKOJIBKO BHJIOB - aHOHHMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX
paspemraercsi TPOBOJUTH OmNepanuu 0e3 HISHTHU()UKAIUN TIOJh30BaTENsA, a B HEAHOHHMHBIX
UACHTU(DUKALMS [T0JIb30BATENS ABISETCA 0053aTEIbHOM.

Taroke cieayer pa3indarh JMEKTPOHHBIE (PUATHBIE IEHBIH (PaBHBI TOCY/IaPCTBEHHBIM BaJIOTAM)
U 3JICKTPOHHbIE He(UaTHbIE ACHBIM (HE paBHbI TOCY1apCTBEHHBIM BAJIIOTaM).

Ocnosénble cogembl no 6e30nacHoll pa6ome C JJIEKMPOHHbIMU OeHbeamu:

1. IpuBsku K cyeTy MOOWIBHBIA Tene@oH. DTO camblii yHOOHBIM W OBICTPBIM CIOCOO
BOCCTaHOBHUTH JOCTYIl K cdery. [IpuBs3aHHbIi TenedOoH MOMOXKET, €cliu 3a0y/Aellb CBOU IUIATSKHBIN
MapoJjib WU 3aiIelllb Ha CAliT ¢ HE3HAKOMOTO YCTPOICTBA,

2. Ucnonp3yii ogHOpa3oBeie mapoiu. [locie mepexoa Ha yCHICHHYIO aBTOPHU3AIMIO TeOe yxe
He OyIeT yrpoKaTh OMACHOCTh KPa)KH WITU TiepexBaTa MIaTeKHOTO MapoJis;

3. Bribepu cnoxsbiii nmapons. [IpectynHukam OyneT He MPOCTO YraaaTh CIOXKHBIM Hapoib.
HapnexHble maponu - 3T0 mapoiu, KOTOPbIE COAEPKAaT HE MEHEe § 3HAKOB U BKIIIOYAIOT B €€0sl CTPOYHBIE
U TpomnucHble OYyKBBI, LUGPBI M HECKOJIbKO CHMBOJIOB, TakuWe Kak 3HaK Jojuilapa, (QyHTa,
BOCKJIMIIATENbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE JI0BEPSIEILb.
dnekmponnas nouma

ONEKTpOHHAas MOYTa - 3TO TEXHOJIOTHS U IPENOCTABISIEMBIE €H0 YCIYTH IO IEPECBUIKE U
MIOJIYYEHHUIO DJIEKTPOHHBIX COOOLIEHHM, KOTOpbIE paclpeiesstoTcs B KOMIbIOTEpHOU ceTh. OOBIUHO
3JIEKTPOHHBIN IMOYTOBBIN SIIMK BBHIMJISIIUT CIEAYIOUIMM O0pa3oM: HMS IOJIb30BaTENsA(@UMS_JIOMEHa.
Takxe kpoMe nepesaun MpocToro TeKCTa, MMEEeTCs BO3MOKHOCTh TiepeiaBaTh (Qailiibl.

OcHosHble cosembl N0 6e30naAcHol pabome ¢ 31eKMPOHHOU NOYMOU:

1. Hamo BBIOpaTh NpaBWIIBHBIM IOYTOBBIN cepBUC. B MHTEpHETE €cTh OrpOMHBIN BBIOOD

OecIIaTHBIX IOYTOBBIX CEPBUCOB, OJHAKO Jy4lle JOBEPATh TEM, KOTO 3Haelllb M KTO MEpBBIA B
pEUTHUHTE;



2. He ykaspiBaii B JM4YHOW mouTe IMuYHYlO uHpopmanuioo. Hampumep, nydiie BbIOpaTh
"My3bIKaJIbHBINA (haHaT@" nim "pokx2013" BmecTo "Temal3";

3. Ucnonp3yii ABYXSTAIHYK aBTOPU3AIlMI0. DTO KOrJa IMOMHUMO IapoJisi HYKHO BBOAUTH KOJI,
npucbuIaeMblil mo SMS;

4. Beibepu COXHBIA Tapoib. )i KaKI0TO MOYTOBOTO SIIUKA JTOJMKEH ObITh CBON HAJICKHBIM,
YCTOWYUBBIN K B3JIOMY MApOJIb;

5. Ecim ecTth BO3MOXKHOCTh HamlMcaTb CaMOMY CBOM JIMYHBIM BOIIPOC, HCIHOJIB3YH 3Ty
BO3MO>KHOCTB;

6. Mcnonb3yil HECKOJIBKO MOUYTOBBIX AMMKOB. [IepBhIil AJ1s1 YaCTHOM MEPENUCKH C ajpecaTaMu,
KOTOPBIM Thl JIOBEpSACIIb. JTO 3JICKTPOHHBIA aJpec HE HAJ0 HUCIOJIb30BaTh NMPHU PETUCTpPALMU Ha

bopymax u caiitax;

7. He oTkpsiBail (aiinel U Apyrue BIOXKEHHS B MHCbMaxX, JaXX€ €CIU OHU MPUIUIM OT TBOUX
npyseit. Jlydie yTouyHu y HUX, OTIIPABIISIIN JIM OHU Te0e 3TH (pailibl;

8. Ilocine okoHYaHHs pabOTHI HA IMOYTOBOM CEPBHCE IEPE] 3aKPHITHEM BKJIAJKH C CAWTOM HE
3a0yb HaXKaTh Ha "BeiidTu".

Kubepoynnune unu eupmyanvnoe uzoeeamebcmeo

KubepOymnuHr - mpecieoBaHUEe COOOMICHUSIMHU, COACPIKAIIMMHU OCKOPOJIHUS, arpeccuio,
3allyTUBaHME;, XYJIUTAHCTBO; COIMAIbHOE OOMKOTUPOBAaHHE C TIOMOIIBI0 PAa3IMYHBIX WHTEPHET-
CEPBHUCOB.

Ocnoguvie cogemul no 60pvbe ¢ KUbepOYIIUHSOM:

1. He Opocaiica B 6oii. Jlyummii cnoco0: mocoBeToBaThCs Kak ce0si BECTH U, €CIM HET TOro, K
KOMY MOXHO OOpaTUThCS, TO BHayaje YCIOKOUThbcA. Ecnu Thl HauHenb OTBEYaTh OCKOPOJEHUSMHU Ha
OCKOpOJIEHUS, TO TOJIBKO €e111e OOMbIIEe pa3okkKellb KOH(IMKT;

2. YopaBnsii cBoei kubeppernyramnuei;

3. AHOHUMHOCTh B ceTu MHUMas. CyIIECTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKUI 00pa3 BUPTyaJabHOW XU3HHU. VIHTEepHET (puKcupyer Bce TBOU
NEUCTBUS U COXpaHSET UX. Y JaIUTh uX OyJeT KpailHe 3aTpyIHUTENIbHO;

5. Co0toiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuHbli HeratuB. OJHOpPa30BbIE OCKOPOUTENbHBIE COOOIICHUS JIydlle
urHopupoBaTh. OObIYHO arpeccus MpeKpaaeTcsi Ha Ha4albHOM CTauM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITHATBHBIX CETAX
€CTh BO3MOXKHOCTh OJIOKHPOBKH OTIPABKU COOOIIEHUH C OMPEIEIIEHHBIX aJIpECOB;



8. Ecnu ThI cBuaeTens kubepOymuHra. TBOM AecTBUA: BBICTYIHUTH MPOTUB MpECIeI0BaTEs,
MOKa3aTh €My, 4YTO €ro JCWCTBHSA OLICHMBAIOTCS HETaTUBHO, IMOJJIEPXKAaTh JKEPTBY, KOTOPOH HyXHA
MICHXOJIOTHYECKasi TTIOMOII[b, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOIO TIOBEJCHUS B CETH.

Moobunvnuiit menegon

CoBpeMeHHbIEe cMapT(HOHBI U TUIAHIIETHl COAEP)KaT B ceOe BIOJHE B3POCHbIH (DYHKIMOHAT, U
TEerepb OHU MOTYT KOHKYPHPOBATh CO CTAI[HOHAPHBIMU KOMIbloTepaMu. OIHAKO, CPEJCTB 3aLIUThI JUIs
MOJIOOHBIX YCTPOWCTB MOKAa OY€Hb Majio. TecTupoBaHUE M MOMCK YS3BUMOCTEH B HHX IMPOHCXOIUT HE

TaK HHTCHCHUBHO, KaK IJId HK, TO K€ CaMO€ KacaeTcs U MOOMJIBHBIX HpPIJ'IO)KGHHfI.

CoBpeMeHHBIE MOOMIIbHBIE Opay3epbl yKe NPAKTUYECKH JTOTHAIN HACTOJIbHbBIE aHAJIOTH, OJHAKO
pacirpenue pyHKIHOHaIa BieyeT 3a 000 OOBIIYIO CI0XKHOCTh U MEHBIIYIO 3alUIIIEHHOCTD.

Jlaneko He Bce TMPOU3BOAUTENHM BBIMYCKAIOT OOHOBJICHHUSA, 3aKpBIBAIOIIME KPUTHUECKUE
YSA3BUMOCTH JJIsl CBOUX YCTPOWCTB.

OcHosnvle cosemul 0151 6€30NACHOCMU MOOUTILHO20 meﬂed)OHa.'

Huuero He sBisercs Mo-HaCTOAIICMY OecrIaTHBIM. BYI[L OCTOPOIKCH, BCAb KOraa Tebe
npeajararoTt OecIuIaTHEIN KOHTCHT, B HCM MOT'YT OBITH CKPBITBI KAKUC-TO INIATHBIC YCIIYTH;

Hywmaii, npexxae ueM otnpaButb SMS, ¢poTto nnmm Bugeo. Tl TOYHO 3HaeUIb, TAe OHU OYAYyT B
KOHEYHOM uTOre?

Heo6x011umMo 00HOBIIATH ONEPAlIMOHHYIO CUCTEMY TBOETO CMApT(OHa;
Hcnonb3yil aHTUBUPYCHBIE IPOTPaMMBbl JJ11 MOOUJIBHBIX TEJE(OHOB;

He 3arpy>1<aﬁ IMPUITIOKCHUA OT HCU3BCCTHOI'O HUCTOYHHMKA, BCIAb OHH MOI'YyT COICPKATb
BPEZOHOCHOE ITPOrpaMMHOE 00eCIIeUeHHE;

[Tocne TOro Kak ThI BHIICIIL C caiiTa, I/ie BBOAMI JIHUHYIO MH(POPMAIIHIO, 3211 B HACTPOUKHU
Opay3epa u ynanu cookies;

HepI/IOI[I/ILIeCKI/I HpOBepHﬁ, KaKHC IUIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOCM HOMCPE;

JaBaii cBoit HOMep MOOUIBHOTO TenedoHa TONBKO IIIOMSM, KOTOPBIX Thl 3HACIIb M KOMY
JTOBEPSICIIIb;

Bluetooth momkeH OBITH BBIKITIOYEH, KOTJa Thl UM HE mMoJb3yemibesi. He 3a0biBail mHOTIA
MIPOBEPSTH 3TO.

Online uzpui

CoBpeMeHHbIE OHJIAH-UTPHI - ITO KPACOYHBIE, 3aXBaThIBAIOIINE Pa3BICUYEHUs, O0BEANHSIONINE
COTHHM ThICSY YEJIOBEK MO BceMy MUpy. Urpoku ucciaeaytoT JaHHbBIH UM MHp, OOIIAIOTCS APYT € APYTOM,
BBITMIOJHAIOT 33/I1aHUS, CPAXKAIOTCSI C MOHCTpAMHU U MOJY4aroT OMbBIT. 3a yJIOBOJBCTBUE OHH IJIATAT:
MOKYNAIOT JUCK, OIUIAYMBAIOT A0OOHEMEHT MJIH MPHOOPETAIOT KaKHe-TO OILUH.



Bce st cpencta uayT Ha MOAJEp)KaHHE M PAa3BUTUE UTPHI, a TaKXKe HA camy O€30MacHOCTh:
COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPHU3AlMM, BBITYCKAIOTCA HOBbIE MaTyd (LUQPOBBIE 3arIaTKH s
IIPOrpaMM), 3aKpbIBAIOTCSl YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTouT OI1aCaTbCsAd HC CTOJIBKO CBOUX COICPHUKOB, CKOJIBKO Kpa>Xu TBOCTO
mapoJisd, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpHU3allUU OOJILIIMHCTBA urp.

OcHosHble cogembl O 6e30nACHOCMU ME0E20 ucpoe0co akkaynma:

1. Ecnu npyroit urpok Beaer cels IUI0X0 MU co3faeT Tede HENPHUITHOCTH, 3a0JOKUpYH ero B
CIIMCKE UTPOKOB;

2. HOX(&HYﬁCH AIMUHHUCTpAaTOpaM HUIPEI Ha IIJIOXOC€ IIOBCACHHUE OTOI'O HMIPOKA, KEJIATCIIBHO
MMPUIIOKUTHb KAKHUEC-TO JOKA3aTC/IbCTBA B BUAC CKPUHOB;

3. He ykaspiBaii 1nuHyto HHPOpMAIUIO B Ipodaiine urpsl;
4. YBaxail Ipyrux y4acTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeouIIMaIbHbBIE TATYH U MOJIBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE 1apOJIy;

7. Jlasxe BO BpeMsl UI'Pbl HE CTOUT OTKJIKOYaTh aHTUBUPYC. 1Ioka ThI Urpaenip, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

Quuiune unu Kpaxca 1u4HbLIX OAHHBIX
OObIYHOM Kpakel JeHer U JIOKyMEHTOB CEeroJiHsl Y€ HHUKOIO He yJUBHILb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JIOYMBILUIEHHUKU MEPEMECTHIIMCh B MHTEPHET, U IMPOJOJIKAIOT 3aHUMAThCs
"1F00UMBIM" JIETTOM.
Tak nmosiBuIach HOBasi yrpo3a: HHTEPHET-MOIIEHHUYECTBA WM (DUILKHT, IJaBHAas 1eJIb KOTOPOTo
COCTOUT B TMOJyYE€HUH KOH(DUICHIMAJIBHBIX JaHHBIX I0Jb30BaTeNel - JOrMHOB W maposied. Ha
aHrauiickoM si3pike phishing untaercs kak ¢pumuHr (ot fishing - peiOHas noBis, password - MapoJb).

OcHosHble cosembl no 6opvoe ¢ huuuneom:

1. CJ'IGI[I/I 3a CBOMM aKKayHTOM. Ecmu tH1 nmoao3peBaciib, 4TO TBOA aHKCTa ObL1a B3JIOMaHa, TO
HCO6XOI[I/IMO 33.6J'IOKI/IpOBaTL €cCH COO6H_II/ITB AIMUHUCTpATOpaM pecypca 00 3TOM KaK MOXHO CKOpEE;

2. Ucnonp3yii Ge3zomnacHble BeO-CaliTbl, B TOM 4YHCIIE, MHTEPHET-MarasmuHOB M IOMCKOBBIX
CHUCTEM,;

3. I/ICHOHBSyﬁ CJIOXKHBIC W PpPAa3HBIC IIapOJIH. Takum O6p3.30M, ecau TeOs B3JIO0Mar0T, TO
3JIOYMBIIIJICHHUKH ITOJYYaT JOCTYII TOJBKO K OJJTHOMY TBOEMY HpO(l)I/IJHO B C€TH, a HC KO BCEM,

4. Ecnu Te0s B37IOMand, TO HEOOXOAUMO MPEAYNpPEeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
no6asneHsl y TeOs B ApPY3bsX, O TOM, YTO TeOsI B3JIOMAlM M, BO3MOXXHO, OT TBOETO MMEHHU OyJeT

paccolIaTbCA CIlaM U CCBUIIKH Ha CbI/IHII/IHFOBBIe CafITBI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;



6. OTKIIIOYM COXpaHEHUe maposis B Opaysepe;

7. He oTkpeiBaii ¢ailibl U Apyrue BIOKEHUS B MHUCbMaX, AK€ €CJIM OHU MHPUILIHM OT TBOMX
npy3eil. Jlydiie yTouHd y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paibl.

Hudgposeaa penymayusn

[udpoBast pemyramust - 3TO HETraTHBHAs WM TO3UTHUBHAs HMH(OpManuss B CEeTH O Tebe.
Kommpomerupytomass uHpopMmaiusi, pa3MelleHHass B HHTEPHETE, MOXET CEepbe3HbIM 00pazom
OTpa3uTbCs Ha TBOeH peanbHOM km3HM. "LludpoBas penmyramus" - 3TO TBOW HMMHUIK, KOTOPBIHA
dhopmupyetcst u3 HHGOPMaILMK O TeOe B MHTEPHETE.

TBoe mecTo KUTCJILCTBA, yLIe6BI, TBOC (bHHaHCOBOG ITOJIOKCHHUC, 0COOCHHOCTH XapakTepa U
pacckasbl O OJIM3KUX - BCE 9TO HAKAIIJIMBAETCS B CETH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCATCS K NyOJMKAaUWU JIMYHOM HH(OpManuu B
WHuTepHeTe, HE MOHMMAs BO3MOXKHBIX IMOCIENCTBUH. Thl Jake HE CMOXKEUIb JOTaJaTbCsi O TOM, YTO
¢dororpadus, pazMerieHHas 5 et Ha3aj, cTajla IPUIUHONW OTKa3a MPUHATH Te0s Ha padoTy.

KommeHnTapuu, pa3menienue TBoux QGotorpaduii u apyrue AeHCTBUS MOTYT HE MCUE3HYTh Jaxe
MocjIe TOTO, KaK Thl MX yJaJTWIIb. Thl HE 3HACUIb, KTO COXPAaHWI 3Ty HH(OPMAIUIO, TONaia JId OHA B
IIOMCKOBBIE CUCTEMBI MU COXPaHMJIACh JIM OHA, a IJIABHOE: YTO MOAYMAIOT O TeOe OKpPY)KAIOLIUE JIIOIH,
KOTOpBIE HAWIyT W yBUAAT 3T0. HaiiTm mHOpManuio MHOTO JIET CIYCTSI CMOXKET JI00OH - Kak H3
J0OpBIX MOOYXICHHH, TAK U C HAMEPEHUEM IIPUYUHHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.

Ocnosnvie cosemwt no sawume L;uqbpoeoii penymayuu.

1. [Togymaii, mpexae yeM 4To-TO MyOJIMKOBATh U MEpeaaBaTh y ceds B 6Jiore Wiv B COLUANIBbHON
CETH;

2. B mactpoiikax mpo¢uiis yCTaHOBM OIpaHHYEHHUS Ha MPOCMOTP TBOEro Mpopuis U €ro
COJIEP’KUMOT0, CIIeJIall €ro TOJIBKO "uist Ipy3en";

3. He pa3memiaii u He ykaspiBail MHGOPMAIIMIO, KOTOPask MOXKET KOTO-THOO0 OCKOPOJATH WU
00MXKaTh.

Aemopckoe npago

CoBpeMeHHbBIE IIKOJBHUKU - aKTHUBHBIE TMOJh30BaTeIN HU(PpoBOro mpoctpancTBa. OgHAKO
Jalleko HE BCE 3HAIOT, YTO MOJb30BaHHE MHOTHMH BO3MOXKHOCTSMH IU(POBOrO MHpa TpedyeT
cOOJTI0/IEHUSI TPAB Ha UHTEJUICKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH "WHTeNIEKTyajdbHasi COOCTBEHHOCTb' OTHOCUTCSI K  pa3jIMYHbIM  TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HayMHas C HOBBIX M300peTeHHH W 3HAKOB, 0003HAUYAIOMIMX COOCTBEHHOCTh Ha
MPOAYKTHl U YCIYI'M, M 3aKaHuMBasg KHUTaMH, QororpapusiMu, KMHOQWIbBMAMH U MY3BbIKAJIbHBIMHU
IIPOU3BENCHUSMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEIECHUS HAYKH,
JUTEpaTyppl M HCKYCCTBAa. ABTOpPCKHME IIpaBa BBICTYNAOT B KAadeCTBE TapaHTHM TOrO, 4YTO
MHTEJJICKTYaJIbHBIM/TBOPUECKUI TpyZ aBTOpa HE OyIeT HampacHbIM, JacT €My CIpaBeAuBbIE
BO3MOKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOETO TPYAa, MOJYUYUTh U3BECTHOCTH U Npu3HaHue. Hukro
0e3 paspelieHHs] aBTOpa HE MOXET BOCIPOU3BOAUTH €ro MPOU3BEIEHUE, PACHpPOCTPAHATh, MYOIUYHO



JIeMOHCTPHPOBATh, TMpOAaBaTh, HMIIOPTHPOBATh, IIyCKaTb B MpPOKaT, MyOJWYHO HCHOIHATD,
MOKa3bIBaTh/UCIIONHATE B 3(hupe nin pasmenars B lHTepHere.

Hcnonp3oBanue '"mupaTckoro" MpOrpaMMHOTO OOECHEYSHHST MOXET IPUBECTH K MHOTHUM
pUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHUPOBKH TBOETO YCTPOMCTBA, I/Ie YCTAaHOBIICHA
HeneranbHas nporpamma. He crtouT Takxke 3a0bIBaTh, UTO CYILECTBYIOT JIETaJbHbIE M OECIUIaTHbBIE
MPOrpaMMbl, KOTOPbIE MOXKHO HAlTH B CETH.

O nopmane
CeteBUUOK.p( - TBOH INIaBHBIA COBETYMK B CETH. 37I€Ch Thl MOXEIb Y3HATh O 0€30IaCHOCTH B

CCTU MOHATHBIM U JOCTYIIHBIM SA3BbIKOM, a IIPYU BO3ZHUKHOBCHHUU KpI/ITI/I‘-IeCKOf/'I CUTyalluu O6paTI/ITBC$I 3a
COBETOM. A TaKxke IIPUHATH Y4aCTUC B KOHKYpCax U CTaTb CaMbIM LII/I(prBBIM Fpa)I(I[aHI/IHOM!

<Ilucomo> Munoopnayxu Poccuu om 14.05.2018 N 08-1184 "O nanpaenenuu ungpopmayuu”



